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zicertBox PKI App| lance

PKI Interworking - easy & secure

Certificate searching...
For end-to-end encryp-

tion the re
lic key is required by a
client application like

Outlook. The certBox
Appliance connects
your clients to global
certificate repositories.
It enables automated
LDAP search for exter-
nal
tificates and PGP keys
on the internet. Addi-
tionally, an easy to use
HTML search interface
is provided. Many cer-
tificate repositories are
already pre-configured
or they may dynamically
be located via DNS.

... and publishing

The certBox Appliance
may serve as a public
external repository
(certStore) for your cer-
tificates or as a secure
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proxy to your internal
directory. Automatic
c dymchrenmezatiors with
Active Directory can be
accomplished by the
optional certSync Win-
dows service. Access to
your certificates is pro-
tected using advanced

Validating, mapping or
issuing certificates
Certificates found may be
validated centrally accor-
ding to policy rules and
they may be mapped into
an internal trust hierarchy.
certBox ICE offers end-to-
end encryption to any reci-
pients who do not have a
certificate.

Easy to install

Secardeo certBox is a
ready to use PKI Appli-
ance which may be in-
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access control mecha-
nisms.
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stalled in your DMZ. At
your clients you only
bhave to configure the
certBox as an LDAP
search directory. This
can also be done auto-
matically, e.g. via Group
-Policies. The configura-
tion of the certBox is
done comfortably via
web browser.

HW, Virtual, SaaS ?

The certBox HW Appli-
ance is offered as a turn
key rack server system
or as a virtual appliance
for VMware. Clustering
of appliances is possi-
ble for high availability.
certBox Cloud Services
is a ready to use SaaS
service (see datasheet).

certBox Satellite is
suited for traversing
LDAP requests by

HTTP through firewalls
to a full certBox system.
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Secardeo certBox is a PKI appliance for the installation in a DMZ. The certBox offers the following features:
Support for X.509 certificates and PGP keys
Rule based localisation of the corresponding certificate repository
Search methods LDAP, HTTP for selected repositories
LDAP filter for popular e-mail clients; HTML search interface protected by CAPTCHA
Public repository for your organizationds certif
Secure LDAP proxy for your internal directory
Advanced access control mechanisms and patented DN encryption method
Local caching of external certificates and business partner store
Synchronisation with MS Active Directory (by optional certSync Windows Server application)
Multi-client capability for service providers (certBox Hosting Edition)
High availability using certbox cluster

The certBox Enterprise Edition additionally provides the following functions:
Policy based centralized certificate validation
Certificate mapping into internal trust hierarchies
Ad-hoc certification of recipients without a certificate (Identity Certified Encryption - ICE)
HTTP CRL-Proxy

This product includes software developed by the OpenSSL This product includes cryptographic software written by
Project for use in the OpenSSL Toolkit. (http://www.openssl.org/) Eric Young (eay@cryptsoft.com)
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