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Automated, reliable, manageable

Windows Certificates
Windows Client and
Server operating systems
and many Windows ap-
plications support X.509
certificates. A Windows
enterprise CA issues cer-
tificates to domain mem-
bers either by manual
requests or by autoenroll-
ment. Enrollment is done
by specific mechanisms
which are supported by
the Windows OS and by
Active Directory.

Non-Windows CA

There are environments,
where certificates have to
be issued to Windows
Domains by a non-
Windows CA. Either by
using a different CA soft-
ware or an external PKI
service provider. Mecha-
nisms are needed to
seamlessly integrate

such CA services with an
Do-

existing Windows
main.
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Certificate Enroliment
Proxy

The Secardeo Certificate
Enrollment Proxy
(certEP) is a component
that sits between the
Windows Clients and the
external issuing CA. The
certEP acts as a Win-
dows enterprise CA to-
wards Windows clients
and accepts their certifi-
cate requests. Towards
the issuing CA, the
certEP acts like a re-
questing client and it for-
wards the Windows re-
quests to the CA. The
certEP itself does not
perform CA signing func-
tions. After receiving the
issued certificate from the
CA, it is passed to the
requesting Windows cli-
ent.

Additionally, the certEP
supports key archival. If a
certificate request con-
tains an encrypted pri-
vate key, the encrypted

key is extracted and is
sent together with the
request to the external
CA.

The certEP uses Micro-
soft certificate template
information to process
certificate requests.

Integrating the certEP
The Secardeo Certificate
Enroliment Proxy uses a
web interface for trans-
mitting requests to the
issuing CA. The re-
sponse from the CA con-
tains the issued certifi-
cate. SSL Client Authen-
tication using HTTPS is
supported for this. De-
pending on the CA prod-
uct and interfaces, cus-
tomization of this inter-
face is possible.

The certEP is installed as
a Windows service and is
integrated into the Active
Directory.

2. Forward PKCS#10 reguesta

3. Issued certificate

Certificate
Authority




wxcertEP

Secardeo certEP is a Certificate Enrollment Proxy for X.509 Certificates. The certEP is deployed in a Windows domain
and enables Windows clients to request certificates from a non-Windows CA product using Windows certificate enroll-
ment. The certEP offers the following features:

ICertRequestD interface implementation
Manual and autoenrollment of certificates in Windows Domains
Receives certificate requests from Windows computers and users via DCOM

Extracts the PKCS#10 request from received certificate request and forwards it to a configured CA using a web interface
Returns issued certificates to the requesting client and publishes the issued certificate to Active Directory

Supports https with certificate-based client authentication to forward requests to the non-Windows CA

Supports key archival

Supports v1 and v2 certificate templates to process certificate requests from Windows clients

Optional: Synchronization of CRLs between CA and AD
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