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Why should we conduct signature processes electronically?

Today there are lots of business processes within enterprises and administrations where
documents are being printed on paper, signed and verified manually and stored in paper
archives. Fig. 1 shows a signature process in which three persons, Alice, Bob and Cathy will
sign a paper document and then forward the document to each other. At the end of his
process Eric will validate, if the document has been signed by the authorized persons.

Alice

Verify:

=48

Abb. 1: Signature process

By using digitally signed documents, paper workflows which require signatures may be
replaced by electronic workflows. This saves time and cost and increases security, reliability
and helps to comply with authoritative requirements and compliance regulations like 21 CFR
Part 11 or Sarbanes-Oxley. Form based workflows, applications and approval processes or
electronic invoices are only a few examples of attractive application areas for digital
signatures. The following table gives an overview of typical business processes that require

signatures:

Human Resources

1 Vacation request

9 Application for overtime
1 Travel expenses

IT-Infrastructure

1 Request for system accesss

1 Change of email and phone number
1 Order of HW, SW, services

Development & Production

Purchasing department

1 Releasing design documents 1 Orders

9 Test protocols  Service contracts
I Quality assurance T RFQs

Sales department Finance

1 Accountable offers 1 Invoicing

1 Contracts 1 Taxes

Management

i Business letters
1 Circular letters
1 NDAs

Public Administrations

1 Application forms

1 Administrative processes
q Calls for tenders

Tab. 1: Business processes requiring signatures
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What will a PDF-Signature offer?

Digital Signatures are based on asymmetric cryptographic algorithms and digital certificates,
which are issued by a trust center. Using a digital signature, the integrity and authenticity of a
digital document may be validated and the signer of the document may be identified
definitely.

Using Adobe Acrobat® or other tools, digital Signatures based on digital certificates may be
applied on a PDF (Portable Document Format) document and validated later. You can add
an indefinite number of digital signatures to a PDF document. The PDF will then be saved as
a new revision of the document each time.

PDF is well suited for the application of digital signatures for accountable processes. The
reliable representation of the content to be signed (What You See Is What You Sign), its
suitability as an archive format and the widespread use of the free Adobe Reader® are some
of the most important features.

Technical Whitepaper

How do signature processes work with PDF?

Digital PDF-Signatures may be

A inserted into prepared, empty signature fields,
A attached as a new visible signature field or
A stored invisibly.

Using the free Adobe Reader, signatures may be inserted into available signature fields if the
required usage rights (Reader Extensions) have been applied to the PDF document. These
rights may be generated only by licensed Adobe products. The Adobe Reader however will
display and validate digital signatures that are contained in any PDF document. A signature
field represents the text and graphic

elements which were selected by the signer E_

and the symbol for the signature status. PDF Document s CERTIFIED and valid.

signatures may be created also by other
tools than Adobe Acrobat. Using such tools
you can sign any PDF without requiring
usage rights for reader extensions or you can
perform bulk signatures using a PDF
signature server.

It is also possible to change a PDF document
after a signature has been applied. All the
signatures that were contained previously will
remain valid. A user may view any signed
revision of the document by selecting a
specific button. For the representation of
different validation results of a signature,
Acrobat uses different status symbols. The
most important symbols are the green hook
which indicates a valid signature and a red
cross which indicates an invalid signature,
see table 2.

A reliable automatic signature validation may

Signature is VALID.
The document has not been changed after
applying this signature.

Signature is VALID.
The document has been changed after
applying this signature.

Signature status is UNKNOWN.
The document has not been changed after
applying this signature.

Signature status is UNKNOWN.
The document has been changed after
applying this signature.

Signature is INVALID

Signature has not been validated, yet.

Table 2: PDF-Validation Symbols

also be implemented using a PDF verification server. The server creates a validation report
which will provide traceability for a future audit of the signature process.

In addition to these basic functions, Secardeo has developed a method and mechanisms for
defining and validating authorizations for digital signatures in a PDF*. Such a feature is
essential for a reliable execution and traceability of signature workflows.

! patent no. DE 10 2004 031 446
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What are the requirements for a workflow system with PDF-Signatures?

Workflows for an electronic application-, release- or approval-process have to be performed
in a reliable manner. Workflow management systems will serve for the execution of such
processes.

For a signature processes it will usually be defined who has to sign a document where and
when. After a signature was added, the document has to be forwarded to the next signer.
After finishing the signature workflow, an external person must be able to validate the
signatures reliably.

The required accountability and traceability for such workflows can be provided by digital
signatures. The sound control and verification of the signature process and the compliance
with existing regulations is important for such workflows.

The definition of a PDF-Signature workflow is made by the author when preparing and
creating the PDF document. For such a PDF document, the author defines, which signatures
have to be applied within the workflow, the sequence of the required signatures and who has
to sign at each step, see fig. 2. A workflow management system submits the document to the
right signer according to the given sequence and collects all the required signatures. The
validation of the applied signatures is done by a central verification server either for the
completed signature workflow or additionally for each signature step in the workflow. After
passing a final validation, the PDF document together with its validation report will be passed
to an archiving system.

1. Create:

2
1 [
] Bob

]

2. Autho-
rize:

PDF
Alice Bob

Dave

Cathy

Preparation Workflow Archiving
Fig. 2: Workflow with PDF-Signatures

How can you define and validate signature authorizations in PDF?

PDF supports the concept of signature form fields for positioning of required signatures in a
PDF document. These fields are created during PDF-Generation and marked by a red arrow
as long as no signature has been applied to it. Secardeo has developed a method for the
definition and validation of attributes for a PDF signature workflow*, which is fully compatible
with the PDF reference, see Fig. 3.

With this method, either a sequential order or a parallel order of signature fields can be
defined. Furthermore, for each signature field a main signer and a set of substitutes may be
requested. The names may be searched from a directory service or entered manually. When
displaying the PDF with an ordinary PDF viewer, the required signers will be shown when
moving the cursor over these fields.
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Fig. 3: Signature fields and authorizations

The compliance with the signature order and signature authorizations during the signature
workflow may be validated and reported by the central verification server.

Based on this solution, the correctness of the signature workflow may be analyzed and
proved unambiguously in the future. This is an important feature for many business
processes and helps to automate regulated processes in order to achieve compliance.

What does Secardeo pdfGate offer?

Secardeo pdfGate is a platform for the implementation of PDF signature solutions, see fig. 4.
pdfGate comprises the following components

1 pdfGate Approver for signing PDF documents on a client PC,

1 pdfGate Authorizer for the design of signature fields with signature authorizations,
1 pdfGate Signer for the automated bulk signing of PDF documents on a server,

1 pdfGate Verifier for the automated validation of PDF documents on a server.
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Signer Verifier

Fig. 4: pdfGate components

You can sign any PDF document on your client PC with or without enabled reader
extensions. The PDF may be displayed using a standard PDF viewer while the signature is
processed by a Java Applet in your browser using a smartcard or SW-Key, see fig. 5.
pdfGate Approver improves the reliability and the user comfort by automatically selecting the
right signature field' and the option to explicitly reject a requested signature. pdfGate
Approver is a simple to use and cost-effective tool for PDF signatures. The user does not
have to care where and how a signature has to be applied to a document. The signature
calculation is initiated by a simple PIN- or password entry and then inserted into the
displayed PDF document.

/2 PDF-Gate Approver - Windows Internet Explorer ] I =] ]
@—E; ~ & https:jjsec-sp.secardea.com:4433/pdf-gate html?PDF -sp.secardeo i F/Beispi _633157]| & |[42]| x| [coogle f B
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=
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Dieses Dokument erhilt zwei Unterschriften:
\#aterschrift gujti
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Reason: PDF-Gat rover Demo Version
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Fig. 5: Signature dialog
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The design of signature fields and the definition of signature authorizations are done using
pdfGate Authorizer. Using this MS-Office Plugin, main signers and their substitutes may be
selected from an LDAP directory (or AD) or entered manually. The signature order may be
defined for these fields where sequential or parallel steps are possible. After the conversion
into PDF with an ordinary converter program these signature fields are displayed by a PDF
viewer and may be signed with tools like Adobe Acrobat or pdfGate Approver. In order to
sign such documents with the free Adobe Reader, the required reader extensions have to be
released by a specific Adobe product. This may cause integration efforts and significant cost.

pdfGate Verifier performs the server based validation and approval of digitally signed PDF
documents. This will support the processing of PDF workflows using digital signatures and
the long-term archiving of signed PDFs. pdfGate Verifier automatically validates all the
signatures which are contained in a PDF document. The result is returned in a structured
XML report file. For each signed revision of the document, pdfGate Verifier validates the
identity and role of the signer, the validity and trust in the signing certificate, the authenticity
of the digital signature and the integrity of the PDF revision, see fig. 6. For the validation of
the signature workflow and signature authorizations, further attributes will be validated. This
covers the authorization of the signer for a particular signature field, the ordering of applied
signatures, document changes between two signatures or further characteristics.

[ \N N
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V  Validity status of

- Revision1 |Signaturel certificate S
o Zuhorze V  Authenticity of digital =
E Signature o
3< Revision2 | SIQNAUre2 | |l \/ |ntegrity of signed PDF- > 2
8 Authorize Version >
o V' Authorization of signer =

Doc Changes V  Sequence of signatures

V Changes between
Revision 3 Revis?ons

Authorize

Abb. 6: Validation of PDF-Signatures

pdfGate Verifier also accepts, that signatures were applied by the substitutes which are
authorized in the PDF. Based on these mechanisms, the compliance with the signature
workflow definition and existing policies and regulations will be validated.

pdfGate Signer generates PDF signatures on a server computer. So, automated bulk
signatures may be generated efficiently. A qualified or advanced signature according to
European signature laws may be generated using a smartcard or SW key. The German

Bundesnetzagentur administration h a s examined and p u badfficiad h e d

manufacturer declaration according to the German signature law SigG. pdfGate Signer is
best suited for legally binding electronic invoices. It can also serve for the automated integrity
protection of generated PDFs in a signature workflow by applying a so called PDF certifying
signature.

How will signature workflows be implemented with pdfGate?

pdfGate Workflow is a ready to use workflow solution for the execution of PDF signature
processes using the free Windows Sharepoint Services (WSS), see fig. 7.

MS Sharepoint 2007 together with the Windows Workflow Foundation and further tools offers
a comprehensive and cost-effective platform for the design, the execution and the traceability
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of workflows. pdfGate for Sharepoint is an integrated solution which enables PDF signature
workflows using MS Sharepoint 2007 and pdfGate.

pdfGate Workflow executes the signature process using WF-Activities that call the pdfGate
components using Web Services. With the pdfGate Authorizer users may define and initiate
signature workflows with a few mouse clicks for Office, PDF or Image files.

Lpdf
Approver
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Initiator User

Lpdf
Authorizer

Workflow-Server Mail-Server
(".pdf J fpdf [_.pdf
Sequence Verifier SignerI
optiona
N,

- 'I’;‘

Windows

SharePoint Services

Fig. 7: pdfGate Workflow

The workflow may also be controlled and executed by a BPM or workflow management
system. A seamless integration may be achieved
folders, command line or API. pdfGate also integrates with service oriented architectures

(SOA) by offering appropriate web services based on XML and SOAP. Being fully compatible

with the PDF standard, it is also possible to use a combination with Adobe or 3™ party

products. Fig. 7 shows, how particular Gate pdfGate components fit together to a complete

workflow solution.

Fig. 8: Signature-Workflows with pdfGate
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