


Why do we need workflows with digital
signatures?

In an organization there exist many business pro-
cesses where documents are being printed, signed
manually, validated by a person and then stored in
a paper archive. Digitally signed documents allow
for the replacement of paper processes that require
signatures by electronic workflows. This will bring
you time savings, cost reductions, maximized securi-
ty and the fulfillment of compliance regulations.

How does a signature process look like?

Workflow serves for the active processing of such
workflows.

The initiator of a document defi-
nes who, when and where in
a PDF document has to apply
his digital signature. After a user
has signed, the PDF document
will automatically be presented
to the next signer in the defined
sequence. After all requested
signatures have been applied,
the initiator will be informed via
email. All the signatures will be
validated by a verification server.
If this is successful, the PDF may
be transferred to a digital archi-
ving system.

How is the workflow controlled?

For the definition of the required digital signatures,
PDF supports signature fields, that are created
during the workflow generation. Secardeo has
developed a mechanism that allows for the speci-
fication of further attributes inside the PDF that are
of relevance for a signature process. This allows
the definition of a signature sequence or parallel
signatures. Furthermore, for each signature field
one ore more substitute signers may be attached.
The central verification server will check if the
required sequence has been maintained and if all
persons have been authorized for signing the PDF.
pdfGate Workflow also offers the option to explicitly
reject a requested signature.

The components of pdfGate Workflow

Secardeo pdfGate Workflow consists of four basic
components:

pdfGate Approver, a Java Applet for applying
digital signatures on a PDF-Document in a
workflow

pdfGate Authorizer, a Windows application

and a MS Office Add-In for designing signature
workflows

pdfGate Sequencer, a server application that
manages and controls the workflow on the
Basis of WSS 3.0

pdfGate Verifier for the automated validation of
PDF signatures on the server

The workflow system may be enhanced by
pdf-Gate Signer for applying server based certifying
signatures.

Secardeo pdfGate Workflow offers you the follo-
wing benefits:

» Secure and user-friendly application
» Traceability and auditability of your document
processes
Time and cost savings
Fulfillment of compliance criteria
Supports signature authorizations
Applying signatures to any PDF, regardless of
enabled Adobe Reader Extensions
Fully integrated with your Windows-IT




